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APCO P25 Security Vulnerabilities:

» Due to the inherent nature of RF communications
& the P25 protocol, security vulnerabilities need to
be considered

> Vulnerabilities pose a serious threat to law enforcement
and first responders & the citizens they protect

» Today we will briefly address these threats on a
non-technical level & propose methods aimed at
protecting our P25 critical infrastructure
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APCO P25 Security Vulnerabilities:

» The P25 protocol was developed on a model of
“Implicit Trust”

> Just like the Internet (TCP/IP) was developed with the
same implicit trust
- For example, in the early days of the Internet, if the
University of lllinois sent data to Stanford University,
Stanford University just assumed the data was indeed from
University of lllinois.
- Unfortunately, in today’s environment, and due to the
limitations of TCP/IP, it is very easy to “spoof” IP
addresses or credentials
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APCO P25 Security Vulnerabilities:

» Starting Point:
> A wealth of information can be found on the Internet

Jefferson City, City of »

Frequency Input = License Type Tone Alpha Tag  Description Mode Tag
154.86000 15882500 WPFETSE RBRM  192.83PL  JIfC Policed  Paolice [F-1] Fhd Lavwy Digpstch
156.21000 156.03000 KALSSZ R 1928 PL  JffiC Palices Palice: Dispatch [F-3] Fra Lanwy Dispatch
155.58000 HAA552 b Cole Shrf 1 Sheriff: Dispatch Fhd Lawy Tac
453.27500 45527500 HUBS44 Pt JIfC Parking  Parking Divizion Fhd Cther
158.83500 KMDEGES Bt JeffCity EMA Emergency Managemernt Fhd hulti-Dizpstch
154.40000 153.95000 KRF431 FBm 1928 PL  JffiC Fire 1 Fire [F-1] Fra Fire Dispatch
155.83500 15504000 WQDI4F0 ot JfiC FireMew  Fire: Future Fhd Fire Dizpatch
153.95000 KRF431 [ JIfCFDFS 1 Fire Fhd Fire-Tac
15511500 WPCIGEIT M JIfZFDFE 2 Fire Fhd Fire-Tac
458.91250 WPCIEEIS It JFfC FD RF Fire [(Extender or Remote Link) Fr Fire-Tac
46051250 45551250 KRF431 I JHZFDRFZ  Fire: Remate Links or Maobile Extender | Fi Fire-Tac
153.89000 15540000  HHL292 Pt 83.5PL  Cole EM= EM=: Dizpatch Fhd EMZ Dispatch
15410000 15885000  KDL&S9 et 1928 PL  JC Pubirkl | Public Wiorks Fhd Public: Wiorks
153.78500 WRIGHEE 1 JEC Pubirk2  Public Wiorks Frd Public: Wiorks
460.58750 46558750 WOCU448  RMF JifiZ Prk&Rec  Parks & Recreation Fhd Public Works
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Passive System Exploits: "

» An adversary could passively “sniff” the over the air
network with “common off the shelf” (COTS) components
& software

» This data stream could be converted to eavesdrop on the
voice traffic & look at the granular “metadata” being
passed
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Passive System Exploits: "

» Metadata contains intimate details of user IDs, user
locations, NAC codes, etc. (Even with system encryption
enabled, metadata is sent in the clear)

» Passive sniffing and network surveillance provides
valuable information for more sophisticated attacks
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" Caplueing from Realtek PCle GBE Family Controller - Wireshark ] Do =1=]
Be Edt Yow Go Coptwe Moz Satitics Telephany Tods Help
Badea EEXZL AevoTE(EE QAR FDB &
Fier: | v Expresson.. Cea Apply
Mo _|rme Iscurce |estinaton Jrotocal_[1nko j=

717 87.796838 AsustekC_lb:9e:e6 Broadcast ARP who has 192.168,100.2547 Tell 192.168.100.80

718 87.798138 Sonicwal.45:2c:3C  AsustekC_lb:9e:e6 ARP 192.168.100.254 15 at 00:17:¢5:45:2¢:3¢

719 B87.858844 1092.168.100.80 239.255.255.250 uop Source port: 63917 oestination port: ws-discovery

720 B7.874937 feB0::8000:f227:becfe80: :FFFF:FFFf:FFfIcMPv6 Router advertisement

721 87.875201 2001:0:4137:9676:8bFF02 1Pvé  IPV6 no next header

722 87.875811 192.168.100.80 239.255.255.250 UDP. Source port: 83917 Destination port: ws-discovery

723 B7.937847 feB0::48fc:4dfc:7257F02::1c uop Source port: 63918 oOestination port: ws-discovery

724 87.969332 64.92.220.180 192.168.100. 80 TLsvl Application pata

725 B7.969614 64.92.220.180 192.168.100.80 TLsvl Application pata

726 88.002848 fe80::48fc:adfc:725FfF02 uop Source port: 63918 pestination port: ws-discovery

727 BB.080893 feB0: ICMPVE Multicast Listener Report Message v2

728 B8,080958 feB0: 6 IcMPv6 Multicast Listener Report Message v2

729 88,168822 192.168.100.80 64,92.220.180 TCP 5214 > https [ACK] Seq=l Ack«107 Win=16377 Len=0

730 88,168823 192.168.100.80 64.92.220.180 TCP 5215 > https [ACK] Seqel Ack=107 win-46834 Len-0

731 BE.281833 fes0: 1CMPVE Multicast Listener Report Message vz

732 88.968381 64.92.220.180 192.168.100. 80 TLsvl application pata

733 B9.167864 192.168.100.80 64,92.220.180 TCP hp-server > https [ack] Seq=1 Ack=107 win=16193 Len=0

734 89.181287 192.168.100.80 239.255.255.250 uopP Source port: 55033 opestination port: ws-discovery

735 89.181415 feB0: :48Fc:4dfc:7257F02: ¢ UoP  Source port: 55034 Destination port: ws-discovery

736 B89.233899 102.168.100.80 239.255.255.250 uop Source port: 55033 Dpestination port: ws-discovery

737 B9.427934 feB0::48fc:adfc:725FF02: ¢ uoP Source porr: 35034 pestination port: ws-discovery

738 80.958863 HewlettP_d9:b6:c8 Broadcast ARP who has 192.168.100.2397 Tell 192.168.100.51

739 90.000759 192,168.100.80 192.168.100. 51 SNMP  get-request 1.3.6.1.2.1.25.3.2.1.5.1 1.3.6.1.2.1.25.3.5.1.1.1 1.3.6,1.2.1.25.3.5.1.2.1

740 90.019187 192.168.100.51 192.168.100. 80 SNMP  get-response 1.3.6.1.2.1.25.3.2.1.5.1 1,3.6.1.2.1.25.3.5.1.1,1 1,3.6.1.2.1.25.3.5.1.2.1

741 91.341971 fe80::48fc:4dfci725FF02::1:2 DHCPYE Solicit XID: Ox6c9lel CID: 000100011356356600248c1boees

742 91.777267 192.168.100.80 64.92.220.180 TLSvl Application pata

743 92.059426 64.92.220.180 192.168.100. 80 TCcP https > 5212 [ACK] Seq=1 Ack=213 win=254 Len=0

744 95.777418 192.168.100.80 64.,92.220.180 TLSvl Application pata

745 95.777486 192.168.100.80 64,92.220.180 TLSvl Application Data

746 95.777515 192.168.100.80 64.92.220.180 TLsvl Application Data

747 96.046353 64.92.220.180 192.168.100.80 TCe hrtps > 5209 [ACK] Seqel Ack=107 win=251 Len=0

748 96.048149 64.92.220.180 192.168.100.80 TcP hrtps > 16200 [ACK] Seg=1 Ack=107 Win=251 Len=0

749 96.053910 64.92.220.180 192.168.100. 80 TcP https > xmpp-client [Ack] seq=1 Ack=107 win=252 Len=0

750 96.777479 192.168.100.80 64,92.220.180 TLsvl Application pata

751 97.051397 64.92.220.180 192.168.100. 80 TCP https > 5211 [ACK] Seg=l Ack=107 wWin=251 Len=0

752 104.777740192.168.100. 80 64.92.220.180 TLsvl Application pata

753 105.065596 64.92.220.180 192.168.100.80 TCP  hrtps > 5220 [ACK] Segel Ack=24074 Win=254 Len=0

754 107.055030 Hewlettp_do:b6:c8 Broadcast ARP who has 192.168.100.2397 Tell 192.168.100.51

755 107.968816 64.92.220.180 192.168.100.80 TLSvl Application Data =

756 108.168658 192.168.100. 80 64.92.220.180 TCP 16201 > https [ACK] Seq=1 Ack=107 Win=16093 Len=0 ]
@ Frame 1: 120 bytes on wire (960 bits), 120 bytes cap(urea (560 bIts) a
@ Ethernet II, src: Asustekc_1b:9e:ef (00:24:8c:1b:9e:e6), Dst: HewlettP_do:b6:c8 (00:0e:7f:d9:b6:c8)

|

)] Reaksk PCle GEE Famly Controler: <ive captur .. | Profile: Defadt

) seeeM M

Dsen] 3 0l | @] ] M@

WireShark Software Application Doing Network Surveillance Over the Air P25 Traffic
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Active/Targeted Exploits: CYBER SCIENCES

» Injection of false data

> Using already captured metadata, false data & voice
traffic can be easily injected into the system — regardless
of whether or not encryption is enabled

> This data can be introduced without detection as the
system thinks it is an authorized user

+ P25 protocol assumes “Implicit Trust”

---Confidential & Proprietary--- 8
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Active/Targeted Exploits: CYBER SCIENCES

This simple setup has the capability to bring a
trunked P25 radio system to its knees....
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Active/Targeted Exploits cont:

» Wireless Distributed Denial of Service Attack
(WDDoS)

> Using inexpensive software-defined radios (SDRS)
and/or commercial radios, an adversary can
geographically position jamming devices that interfere
with the P25 system

> The adversary does not have to “drown out” the base
station signal...only partial data frames have to be
corrupted to cause havoc

---Confidential & Proprietary--- 10
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Active/Targeted Exploits cont:

» Wireless Distributed Denial of Service Attack
(WDDoS)

> Using software defined radios connected to a small PC
or microcontroller, we can do the following:

- Send traffic to mobiles or portables that appear to come
from dispatch

- Send traffic to dispatch that appears to be coming from an
authenticated mobile/portable

- Key up mobile/portable requests so quickly, in random
order, that it overloads the base station/control channels
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Active/Targeted Exploits cont: e

Receive Channel Transmit Channel
RF Interface Altera FPGA RF Interface

DC Power USB 2.0 Analog Devices
Port Mixed Signal
Processor

Software Defined Radios (SDRs) that can be
connected to a simple PC
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Active/Targeted Exploits cont: o

i it

s & - = .
Jamming Device \_J
A
Ba oen LEO w/Radio

l Public Safety Radio Basa-Station ‘

-

LEO w/Radio : a ;-‘t

Terrorist Activity
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Question:
. CoRPORATION

» Who has been aware of these types of
vulnerabilities?

» Has anyone had discussions with end
users about the threat of jamming?
- Analog/Digital

-——Confidential & Proprietary—-—— 14
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» GPS Recelver Vulnerabilities

> Most base stations contain a Rubidium Oscillator time
reference clock for time synchronization

> Disrupted GPS signals (even within a few short hours)
= reference clock drifts that it could be problematic for
the radio network
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» GPS Recelver Vulnerabilities

- Small, inexpensive GPS jammers placed close to the
site can be very effective

> High-power GPS jammers can have much greater
coverage (these are can be located by direction-
finding equipment much more easily)

---Confidential & Proprietary--- 16
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You can buy GPS jammers off the Internet from China for less than $100

GP4000 Portable Mini GPS Jammer, GPS Blocker

Portable mini GPS jammer will block all GPS trackers in
radius of 5 meters. Has very compact design and can be
hide in pocket.

GPS Receiver Antenna @ A Base Station
fusfmmass S GP5000 Car Use GPS Jammer, GPS Blocker, Tracking Jammer
.. ol GPS jammer blocks GPS tracking. GPS000 will disable the

i i) = GPS link and render the spy device useless
‘2MHzC;W ,”_NCE o r %'II ’
S5 Xy -

0.01 uFI ‘2::906 &

oK GPS Jammers For Sale On Internet

nlock
Panel Mount LED

Homemade GPS Jammer Schematic Found on Internet
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$ 99.00

MOREINFO

ADD TO CART

$129.00

MORE INFO
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Esoteric/Future Possible Threats: &t

» EMP Burst (Electromagnetic Pulse)

> Literally all modern electronic devices rely on
sensitive components vulnerable to EMP

> Although the threat is low, experts agree a
small yield nuclear weapon could be used in a
terrorist attack for the prime purpose of
generating EMP to cripple critical infrastructure
- Power generation
- Data centers

- Telecom facilities
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Esoteric/Future Possible Threats:

» EMP Burst (Electromagnetic Pulse)

> Avery small EMP could render the base
station/system controller useless

- Newer, more esoteric technologies are
being considered that could replicate a small
nuclear EMP

-——Confidential & Proprietary—-——
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The Bottom Line: What Can We Do? osrsances

» Proposed Solutions

> Clearly understand the vulnerabilities of P25 and other
radio communications systems
* RF vulnerabilities
- Backhaul vulnerabilities
 Physical vulnerabilities

- Educate law enforcement & first responders that this
threat is REAL — There may be a time they can't rely on
their primary communications systems
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The Bottom Line: What Can We Do? osrsances

» Proposed Solutions

> Monitor suspicious activity around base stations &
repeater sites

+ Suspicious persons
+ Suspicious electronics, vehicles, antennas

I T

!

Highly-Directional Yagi Antenna
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The lottom Line: What Can We O Io'? CYBER SCIENCES
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The Bottom Line: What Can We Do? osrsances

» Proposed Solutions

- Have LEQOs pay attention to equipment in vehicles during
traffic stops
 Look for non-commercially produced electronics (don't
falsely accuse the amateur radio operators! ©)

> Prepare alternate plans of communications in case the
primary P25 system is rendered inoperable
- Conventional/Analog frequencies
« MTAC
« VTAC

- VLAW

---Confidential & Proprietary--- 23



The Bottom Line: What Can We Do? osrsances

» Proposed Solutions cont:

- Consider Radio Direction Finding (RDF) Equipment &
network surveillance equipment to quickly identify
location of jammer

> Monitor P25 system logs and watch for abnormalities

- Remember, others could be listening
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The Bottom Line: What Can We Do? osrsances

» Proposed Solutions cont:

> Consider “Red-Team” exercises to probe for
vulnerabilities

> Prepare a written “plan of action” to be used in the event
of a suspected system attack

- Educate users of P25 system how to use
simplex/talkaround capabilities of the radio should the
base station become inoperable
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The Bottom Line: What Can We Do? osrsances

» Proposed Solutions cont:

> Don’t be afraid to reach out to experts and ask questions
(vendors, consultants, engineers)
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Discussion: i
» Questions/Comments?

Please feel free to contact me:

William J. Brunkhardt
Chief Technology Strategist

Cyber Sciences Corporation, LLC
Direct: +1.913.951.3005

E-Mail: bill@cybersciencescorp.com
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